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Abstract :

Modernization of trade facilitation indispensableregn the increasingly complicated and
complexity of high standards trade regulations daerapid development multilateral
agreements. Implementation of trade facilitatiomalves many factors one of which is the
information technology infrastructure, human resmes, and operational budgets. Cyber
technology used in the trade facilitations must &dechnology that has a level of
resistance or high resilience given to the compyexand dynamics of global trade
regulations and trade change at any time. Cyberastfucture resilience of trade
facilitation can be the driver to the increase mtrand extra-trading volume, as it offers
comfort and security in the business. In this pointprovement of trade facilitation
services are expected to boost economic growthcamapetitiveness of the industry by
reducing the transaction costs and the harmoniratb regulations and trade process.
This study will be focused on how to design thallagstrument and technology policy of
cyber resilience in international trade facilitatian Indonesia? What is the impediment
factors in the development of cyber resilienceesysh the trade facilitation in Indonesia?

Introduction

In the current information society era, economitvées and rapid development of
communications and information technology are tinags that can not be separated from
each other. In this sense, the interaction witlyibec space intended to carry out normal
economic activity becoming increasingly high inignsSuch situation supported by
several factors, such as ease of development apodsaco technology, increasing
information literacy cultures, and international bmiby of goods and services that are
increasingly easy and affordable. People begirbsmid information from various media
such as computers, gadgets, and networks. Thimgsitincreased information literaty.
Literacy network or network literacy is an importgrart of modern life which is more
integrated into the global system. According toeBlzerg (2004) literacy network is able to

1 Arif Rifai Dwiyanto, Peran Perpustakaan Nasionalddlam Pengembangan Literasi Informasi Sebagai
Amanat Konstitusi.



use networked information to analyze and solve lprob related to decision-making, both
for the sake of tasks, problem solving and genesateices that can improve the quality of
life.

According to the data, there are 3 billions peaplke connected to online netwotks
which amount is covering 40% of the world populaffiowith the development of
technology that is more trustworthy and affordabihe, number of people connected to the
online facility tends to grow. Two decades agoha beginning of the Internet era, the
number of public users less than 1 percent ofdted population. The increase in internet
users increased significantly from 1999 to 2018ntreached 1 billion in 2005, 2 billion in
2010, and 3 billion in 201%.

Asia ranks first as the world's largest Interneerasby the number of shares
amounted to 48.1% or 1.6 million population of & billion total number of internet
users in the world. The second place occupied byEHd with a share of 18.1% or 604
million people of the total population of the warlthen the third place is occupied by the
countries of Latin America and the Caribbean withare of 10.1% or 339 million people
of the total population of the world. Africa ancetMiddle East have a very rapid growth in
the last 15 years. The development of internetsuisevery significant in both these areas
have changed geo-political through mediated samialements which then drove the
revolution of the country. Therefore, in 2011 moesnof the arab spring started in North
Africa and the Middle East. Online social media yplg important role in the
mobilization, empowerment, share opinions, andugrice people to participate in making
political and socio-run movement.

In terms of the economy and democracy, the devedoprof Internet usage has
promoted transparency of the free trade agreemegotmtions. The Internet users

considered as a population literate of informasorthat they are aware of the things that
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happen at the level of international could afféetit lives directly? In repsect of market
development, rapid internet usage by world popomatias formed a new market structure
with the support of digital and automatic infrastire. The proliferation of free trade trade
that growth rapidly over the past two decadesrir lith the development of the Internet
network, which borderless market is not only theammlation of tariff and non-tariff
barriers but also jurisdiction boundaries. Sinceah not be ignored that potential cyber
market covered 3.2 billion population across basder

Among the ASEAN member states, Indonesia has alatiu of internet users as
many as 73 million of the 255 million of countrymdation. While in the Asian region
Indonesia ranks fourth after China, India, and dapaimber of Internet users is expected
to grow with the support of the services liberdi@a of communication and information
technology. However such circumstances may incweats to Indonesia, in terms of
transnational crimes.

With regard to cyber attacks case, in 2014 Inden&=curity Incident Response
Team on Internet Infrastructure (IdSIRTI) reportadout 48.8 million cyber attacks.
These attacks are calssified into three types mialwsecurity gaps, and leaks of track
record or record leakage. Malware placed as thge$trattacks, as much as 12,007,808
incidents. The second place occupied by the attdclesto security gaps, as much as
24,168 incidents. The third place or minor attackhe track record leakage, as many as
5,970 cases. Then there are two cyber attacksangthaller number of incidents i.e attacks
through password hacking, as many as 1,730 caleshimpg and domain attack, as many
as 215 cases.

Government cyber domain (go.id) is the major tafettacks. According to data
compiled by Media Indonesia, the Cyber Crime PoGceninal Investigation from 2012 to
April 2015 arrested 497 criminal of cyber crime. &#h 389 of whom are foreign nationals
and 108 Indonesia citizens. The total loss of cykene in Indonesia reached 33,29 billion
rupiah. During 2012 to 2014, there were 101 reguekinvestigation related to fraud cases

6 See TPP secretly trading away your rights : Negedi behind closed doors, what effect will the Fran
Pacific Partnership have on consumer rights and vapy,
https://lwww.choice.com.au/shopping/consumer-rigirtd-advice/your-rights/articles/tpp-secretly-
trading-away-your-rights. See also TPP revealedt Eatails ignite debate over privacy, internet
freedom, whistleblowers, 15 November 2015, httpsuit.rt.com/usa/321002-tpp-details-revealed-
trade-privacy/. See also The TPP's dirty labor dmyn 7 Mei 2015,
http://www.laborrights.org/blog/201505/tpps-dirgblor-laundry.
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or cyberspace deception from around the wdrdddonesia Security Incident Response
Team on Internet Infrastrucure (IdSIRTII) estabdédh under the Ministry of
Communication proposes the concept of protectioncteating a road map of cyber
security. Indonesia needs an agency that givernoatythto establish a system to ensure
network security for the public such as transpateservices, banking services, electricity
services, gas services, water services, minindtthsarvices, industry, education services,
and trade service$.

According to data from hackmageddon.com, cyberckstaare divided into two
classification i.e. targeted distribution and dtté&echniques. There are four major groups
of the motivation behind the cyber attack, ie cytréme, hacktivism, cyber espionage, and
cyber warfare. Cyber crime is the highest motivatd cyber attacks with the value of the
incident as much as 68.0 percent of the total ladtathen hacktivism ranks second as
much as 14.7 percent. Third and fourth rank is pexl by 12.0 percent of cyber
espionage and 5.3 percent cyber warfare. Whilgkbleal distribution of the main targets
of cyber attack is an industry and government. dyieer attack techniques are difficult to
track it due to advanced and sophisticated teclyyalsed’®

Since two decades ago trade facilitations offengedhie developed countries in the
negotiation table, especially countries with favdeageostrategic location and benefit
more from international trade. Joining Mega FTAeams that countries are required to
drive their public services on trade sector to emdlow of goods and services. With
adequate of trade facilitation that provide wideess, faster, reliable, and transparent
expected to boost intra and extra trade of the ttpuince it can reduce the high cost
economy due to excessive document and long chaeaurbucracy. Better trade
facilitations believed could increase competitiv@neof local product in international
market.

On the other hand, trade automation that developtata base and integrated
information sharing provides advantage in preventime illicit trade and trade crimes.
Trade crimes still considered asitence crimewhich public lack of awareness that such
crimes exist in the daily trade activities. Tradémes has caused financial loss to the

government, destabilize the economy and lead taiunbmpetition for businesses, but
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also suspected of great potential as a source mdirig other criminal acts such as
terrorism. Finalcial Global Integrity (GFI) in 20Eatimated that losses incurred from evil
specialized trade for goods around 650 USDindonesia is vulnerable to trade crimes
such as trade-based money laundering, cyber ciirmeqd of origin, transit fraud, and
transshipment. Indonesia needs a cyber systemesglient and secure in the Mega FTA
era.?

Mega FTAs encourage modernization in trade fatitin, especially in the use of
sophisticated, reliable, affordable, and secureecybchnology. Modernization of trade
facilitation is very necessary given the increalsingomplicated and complex high
standards of trade regulations in terms of mudriat agreements. Trade facilitation is a
complex and integrated systems like financial wi(e-banking), transport, port system,
taxation (e-tax), certification (e-sertificatiomealth (e-health), import-export bureaucracy
(e- trade / National Single Window), insurancer(gdrrance), intellectual property rights
(e-IPR), and regulatory (e-law). If one systemas munning properly then it will be able to
inhibit the smooth flow of goods in and out. In #@doh to the guaranteed flow of services,
data security of trade becoming main core of cytemilience. So that an effective,
responsiveness secure, and reliable cyber resslisgstem is indispensable to anticipate
and predicted any circumstances that could changeyamoment.

Design of the legal instrument and technology policy of cyber resilience in
international trade facilitation in Indonesia

Research on the development of cyber resilienddarfield of trade facilitation in
Indonesia is very rare. Therefore, not many litetthat discussed cyber resilience and
more specifically associated with the facilitatiohinternational trade. Legal research on
the cyber in Indonesia still largely focused on fleédd of cyber crime, cyber security,
cyber defense, and e-commerce.

Hugh Boyes researching on how to build safe ratatigos and resilience between
cyber systems and infrastructure aimed at improvimegquality of life and proactive in
managing the limited resources. The use of cybstesys which secure and have a
resilience in the smart city is an important regoient. Hugh Boyes fundamental research

is the importance of the development of cyber systa order to ensure resilience of vital

1 World Custom Organization, lllicit Trade Reporf12.
12 See Grainger, Andrew., Customs and Trade FawmlitatFrom Concepts to Implementation, World
Customs Journal, 2007, http://www.eibd-conferermma/assets/files/TradeFacilitation_web.pdf..



public infrastructure in the community, such astileity, not being impaired. In addition,
the development of the sophistication of cybereyst and infrastructure also encourages
the proliferation of interaction between the indival communities with cyber system
interfacel®

While Reza Arghandeh, et al, examined the resiiesystem related to power grid
that connected to cyber network technology. Eleityrinetwork vulnerabilities can be
evaluated through the interdependence of physifalstructure and cyberspaét.

Alexander A. Ganin, et al., define resilience @istance as the ability for planning,
setting up, absorb, responds to, and recovery fitiatks as well as adaptability to new
situations. The main feature in this resiliencéhis temporal dimension where the system
is able to recover and maintain the primary functmver the attacks from known or
unknown sources®

Caitriona H. Heinl, outlining ASEAN regional coopton efforts to fight cross-
border cyber threats and identify the gaps thasteand require urgent treatment. In this
regard, need a comprehensive approach to buildr cdmeirity in the ASEAN region. She
gave some recommendations for the implementatiah davelopment of cyber regime
resilience at the regional levéd.

In 2014 ASPI International Cyber Policy Centre (@Preports a study of 14
countries throughout Asia Pacific regarding cybeturity. In this research cyber maturity
evidenced by the existence, implementation anccéfie operation of which relate to the
cyber world like structures, policies, legislati@nd organizations. Cyber indicators
include overall government policy and legislativeeustures, military organizations,

businesses, and digital economic power and publiareness of cyber world. Alberto

3Hugh Boyes(B), Roy Isbell, and Tim WatsotCritical Infrastructure in the Future City : Deveping
Secure and Resilient Cyber—Physical Systersgringer International Publishing Switzerland120DOI:
10.1007/978-3-319-31664-22.

14 Reza Arghandeh, Alexandra von Meier, Laura Metwesh, Lamine Mili, On the Definition of Cyber-
Physical Resilience in Power Systems, 2016. <litpsiv.org/ftp/arxiv/papers/1504/1504.05916.pdf>

15 Alexander A. Ganin, Emanuele Massaro, Alexandetfr&nd, Nicolas Steen, Jeffrey M. Keisler,
Alexander Kott, Rami Mangoubi, and Igor Linkd9perational resilience: concepts, design and arialys
https://arxiv.org/ftp/arxiv/papers/1508/1508.01 23>

16 Caitriona H. HeinlRegional Cyber Security: Moving Towards a Resil®BEAN Cyber Security Regime
S. Rajaratnam School of International Studies Soga 2013, <
http://www3.ntu.edu.sg/rsis/publications/WorkingBesggWP263.pdf >



Avritzer, et al, arguing that testing level of tesice is important element in critical
infrastructurest’

Michal Choras, et al, examined the European pr@scthe implementatiom of the
CAMINO roadmap to counter cyber crime and cyberomsm. The CAMINO cyber
security project has four important dimensions,, itechnical, human resources,
organizational, and regulations. The purpose optiogect is to increase cyber resilience to
cope with cyber crime and cyber terrorism, withjgctions up to 20258

Iginio Gagliardone and Nanijira Sambuli, analyzihg tontinuity and discontinuity
of the joint efforts to increase cyber security East Africa, with a focus in Kenya,
Ethiopia, Somalia dam. In this research, cybeliesgie is not just about how to reduce the
technology gap and to build the infrastructure,ddsb the development of cyber resilience
has to do with politics. Where there are no adexpuahecks and balances it will impacted

the freedom of the individual and society).

I nternasional Dimensions

United Nations Economic Commission for Europe (UNHrCdefines trade
facilitation as an integrated and comprehensivetesysto reduce complexity and
transaction costs to a more efficient, transparantl predictable, based on the norms,
standards and best practice internation&flyAPEC defining the trade facilitation in a
broad sense as simplification, harmonization, dseew technologies and other measures
to address trade barriers that are procedural ahdingstrative, such as tax laws,
regulations related to sanitary and phytosanitagrmonization standards, e-commerce,
transparency of administrative procedure, and dléibancial compliance?* The World

Bank defines trade facilitation as domestic poliogtitutional, and infrastructure related

17 Alberto Avritzer, Felicita Di Giandomenico, AnneeRke and Martin RiediAssessing Dependability and
Resilience in Critical Infrastructures: Challengesd Opportunities Springer-Verlag Berlin Heidelberg,
2012, < http://eprints.eemcs.utwente.nl/24235/01%6R253A10.1007%252F978-3-642-29032-9 3-1.pdf >
18 Michal Choras, Rafal Kozik, Maria Pilar Torres Bay Artsiom Yautsiukhin, Andrew Churchill, Iwona
Maciejewska, Irene Eguinoa, and Adel Jomni, CAMIROGadmap and Research Agenda: Comprehensive
Approach to Increase Cyber Security and Resilierid@th International Conference on Availability,
Reliability and Security, 2015, < http://www.fp7r@mo.eu/assets/files/ICAMINO-ARES.pdf>
19 |ginio Gagliardone and Nanjira Sambuli, Global Goission on Internet Governance: Cyber Security and
Cyber Resilience in East Africa, Paper Series : NMo- May 2015, Chatham House (The Royal Instiafte
Internasional Affairs), 2015, < https://www.cigiamé.org/sites/default/files/nol5 web.pdf >
20 zanamwe, Gainmore, Trade facilitation and the WTaCcritical analysis of proposals on trade faaiign
and their implications for African countries,
<http://lwww.tralac.org/cause_data/images/1694/WT@KB Ch8 Zanamwe_Trade Facilitation_MB
fin_20091116.pdf>
21 |bid.



to the movement of goods between countries, whictludes the port, customs
administration, transit, transportation systems] amnagement of information systems
and technology? WTO defines the purpose of trade facilitation laes simplification and
harmonization of international trade proceduresjuiting the activities of collecting,
presenting, communicating and processing data medjdor the movement of goods in
international trades?

The purpose of trade facilitation is to simplifyrimalities and procedures related to
foreign trade and transit of goods, to harmonizgileions and laws, and to standarize and
integrate the definitions and requirements of imfation and use of information. In sum up
trade facilitation as a simplification, harmoninatj standardization and modernization of
trade procedure$’

Trade facilitation is also defined as the simpéifion of trade interface between the
trader and the trader or traders and authorti€Erading interface consists of several
elements and continuously evolving in accordancd whe dynamic needs of the user.
International trade interface is divided into twspects, i.e. tangible asp&cand intangible
aspectg/ Intangible aspects related to international sppphains consisting of
geography, transportation, storage, and physisglaction of goods and documents by the
competent authority. Therefore, it is associatedmprove the interface between the
competent government agencies either with the dienasinternational tradef®

Since the function of trade facilitation as an ifdee, therefore its development
purposes is lowering the minimum transaction coststing red tape, speeding up the
services, reducing excessive document requiremants$, avoiding transanasional trade
crime, for instace trade fradd.For example related to declaration and verificatad
document traceability and sanitary and phytosanggaindards, which includes certificate
of origin, certificate of catching fish, timber tiécation, HACCP certificate, and other

accompanying documents required under the FTA.

22 | bid.
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Paper, WPS4464, The World Bank Development Rese@wup Trade Team January 2008,
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Implementation of trade facilitation involves marfactors, i.e., information
technology infrastructure, human resources, andratipeal budget. Information
technology infrastructure or cyber technology regdr as one of the high-value
investment. Cyber technologies used in automateding services must be a technology
that has a level of resistance or high resilieneergthe complexity and dynamics of trade
change at any time. Cyber infrastructure resiliesicgade facilitation could be the driver
of the increase in trading volume out of a counaiy it offers comfort and security in the
business.

So that an increase in trade facilitation serviaes expected to boost economic
growth and competitiveness of the industry by rauydhe transaction costs and the
harmonization of trade administrative and proceslukdoreover, the government get the
benefit by increasing their revenue or taxatiorotigh protection and prevention against
crimes 20

Arrangements on trade facilitation agreement hasbetegrated into the GATT /
WTO Agreement, which covering the evaluation of tooss, import licensing, pre-
shipment inspection, a certificate of origin, teickh barriers to trade and sanitary and
phytosanitary agreemetitThere are three important articles in the GATT4 88ating to
the facilitation of trade, i.e, Article V (freedowf transit), Article VIII (procedure of
import export) and Article X (transparency and adgistration of trade)*

In international dilevel, the World Trade Organiaat (WTO) and World Customs
Organization (WCO), plays an important role in patimg the modernization of trade
facilitation. WCO is an international organizatitmat supports international trade related
to the tax system. WCO plays an important rolerawlé facilitation related tax aspects at
the border and trade procedures. WCO function entmurage harmonization and uniform
application of customs systems and procedures tmdre simple and effectivd. WCO
recommends the use of cyber-based technologiesigpog trade facilitation services.
They have developed the concept of single windowtesy, standardization and

30 Draft WTO Trade Facilitation, Negotiations SuppGuide, A Guidebook to assist developing and least-
developed WTO Members to effectively participatetlie WTO Trade Facilitation Negotiations,
Prepared by the Centre for Customs & Excise Studiesversity of Canberra, for and on behalf of
the World Bank 2005.

81 Zanamwe, Gainmore, 2005; Zanamwe, Gainmore, 20009.

32 Grainger, Andrew., 2007. See also Zanamwe, Gai@n2005; See Zanamwe, Gainmore, 2009.
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simplification of taxation and trade documents, simaplification of trade procedures and
the application of international standards in trenagement of flow of goods.

Nasional Dimensions

Indonesia as one of the countries that experiencadarkable progress in
international trade established specific policieglsited to trade facilitation. In which trade
facilitation considered as an integral part of blisiness promotion of the local products to
compete in the international market.

Carol Cosgrove-Sacks defines trade facilitatioripaglic goods” that provides a set
of rules that benefit both the government sectat #re private sector. In an economic
perspective, "public goods" are defined as itenag ¢lan not be contested and can not be
excluded*, which means it must be free and acccesible fdiliQuTherefore, trade
facilitation must deliver benefits for all partids.delivered either directly or indirectly to
economic operator, stakeholders, competent augharit society*®

Trade facilitation is very complex because all t§ elements are interrelated.
Therefore, it needs a system that is integratedsgndrgic between the parties involved.
Each country should ensure that the trade facditagtrategy has been integrated into their
national and regional trade policy, including ecmio development blue print. At the
regional level, trade facilitation benefits to prate the competitiveness and market
integration. Improving transparency and speedyequore considered an essential element
for building a successful competition on the warldrket

Trade facilitation has the potential to save hilBoof dollars for the growth and
development of the world economy. This allows tberalization of trade as an important
tool for the development of the world economy basedredictable rules, transparency,
and eliminating discrimination®’ Carol Cosgrove-Sacks insert predictable rules and
logistics infrastructure as part of the "public et The government did not meet the
needs of society, as "public goods" is not avadalih this poin trade facilitatiors®

Demands to the government to provide trade fatiditahas increased because of the rapid

34 Public good, <http://are.berkeley.edu/courses/EAPPring05/Chapter07.pdf>.

35 Cosgrove-Sacks, Carol and Apostolov, Mario, Tragilitation: The Challenges for Growth and
Development, United Nations Economic Commission Eorrope, United Nations New York and
Geneva 2003,ECE/TRADE/299, United Nations Publ@gtiSales N°. E.03.1l.E.10, ISBN 92-1-
116824-4.

%6 |bid, hal. 15
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38 Cosgrove-Sacks, et.al., 2003; Carol Cosgrove-S#&isCit., hal. 19.
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development of information and communication te¢bgp3°® In order to provide trade

facilitation as part of the "public goods", crogstral collaboration, and cooperation
needed. Therefore, trade facilitation will be adsqu established throughout the
willingness of all parties to contribute to beyooadlsts. However, bringing together the
interests of all parties into one vision is notyea®rk. 4° Initial efforts has made by the

government to build a cyber resilience in interowadil trade facilitation it can been seen
from legislation in which are at least nine (9)istations that can be used as the legal

basis.

a. Indonesia Act Number 36/1999 concerning Telecomupatian.
Article 2 states that telecommunications is adnenesd based benefits, equitable,
rule of law, security, partnership, ethics and-selffidence.
Article 3 states that telecommunications was helth ¥he aim to support national
unity, improving the welfare and prosperity of theople in a fair and equitable,
support economic life and government activitiesd da improve international

relations.

b. Indonesia Act Number 11/2008 concerning Informatiand Electronic

Transactions.

Act concerning Information and Electronic Transaesi Law accommodating the
new forms of legal acts, such as electronic sigeatand the like, that has not been
regulated under the law. This law provide legataiaty for the economic operators
to conduct their activities in the cyber world. lizttion of information technology
plays an important role to foster trade and natieecanomy growth for the public
welfare. The government supports the developmeninfmrmation technology
through the legal and regulatory infrastructure, tisat the use of Information
Technology carried out safely to prevent abuseadbyngy into account the social
and culture values of Indonesian. Article 3 statedt the use of Information
Technology and Electronic Transactions have todmelacted under the principles
of legal certainty, benefits, prudence, good faatig freedom to choose technology
or technology neutral. Whereas Article 4 arrangedards the utilization of

% |bid, hal. 19
40 Cosgrove-Sacks, et.al., 2003; Carol Cosgrove-S&sCit., hal. 19-20.
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Information Technology and Electronic Transactionkat are in line with the

concept and paradigm of national development. Toerethe utilization of

Information Technology and Electronic Transactionsst embrace concept of
educating the nation as part of the world informatsociety; developing trade and
the national economy in order to improve the welfaf society; improve the
effectiveness and efficiency of public servicesemmpa wide opportunity for every
person to advance thinking and capability in the aisd utilization of information

technology optimally and responsibly; providing wety, justice, and legal

certainty for users and providers of InformatiorcAi@ology.

Indonesia Act Number 3/2002 cocerning Nationaldbet.

State defense as one of the functions of statergment. It is defined as efforts to
bring the unity of the state defense in order tuexe national objectives, to protect
all the people and the country, promote the saegddare, educating the nation, and
participate in establishment of world order basedfreedom, peace and social
justice. The national defense effort implementededaon the principles of
democracy, human rights, public welfare, the emment, the provisions of
national law, international law and internationahgiice, as well as the principles
of peaceful coexistence. The purpose of nationi@nde stipulated in Article 4 is to
maintain and protect the country's sovereignty,togral integrity of the Unitary
Republic of Indonesia, and the safety of the emagon of all forms of threats.
While the function of defense of the country tolimaand maintain the entire
territory of the Republic of Indonesia as a wholefethise. State defense was
organized through the efforts to build and maintapability, deterrent power state
and nation, as well as tackling any threats. Aetiél governs the non-military
threats by putting government agencies outsidel¢fiense sector as a key element,
according to the shape and nature of the threatsdfdy supported by other

elements of national power.

. Indonesia Act Number 7/2014 concerning Trade.
Trade has an important role in improving econong@eafopment and importance of
harmonization of the laws on trade within the framaek of national economic

unity to address the situation of trade global@ain the present and the future.
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e. Indonesia Act Number 24/2000 concerning Internai@&greements
Article 4 governs the subject of international lewwhich the government of the
Republic of Indonesia can make international ages#s) such as states,
international organizations, or any other subjdcinternational law based on the
agreement. International agreements must be matiexacuted in good faith. In
making the treaty, the Government of the Repullimdonesia shall be guided by
the national interest and based on the principfesgoality, mutual benefit, and

take into account national law or applicable inggional law.

f. Indonesia Act Number 17 /2011 concerning Statdligésce.
The need for early detection and warning of varishgpe and nature of the threat,
whether from inside the country and outside is demm@and has a very broad
spectrum and to support efforts to deter all formighreats that endanger the

existence and integrity of the states.

Impediment factors in the development of cyber resilience system in the trade
facilitation in Indonesia

From a development perspective, it must be considérat Indonesia is a country
with unique characteristics in terms of geograptylfure, population distribution, and
economic condition$! As an archipelago, Indonesia has vast numbetasfds reaches 17
thousand with a population of 255 million peopleldhe economic development gap is
still high. This gap led to divergent levels of amhation technology capabilities and
accessibility to information technology. People wive in big cities have more access to
information technology as compared to those livingural areas who may have difficulty
accessing these technologi®s.

However, the use of technology products such aspatens and other high-tech
gadgets become more prevalent in society regardiessocial economic status. This
situation occurs due to an increase in people'mdiwtandards, education (human

development index), and household income. In tleoéinformation society, technology

41 e-Government Development in Indonesia, e-Governmésrkshop, Doc No. telwg29/EG/04, Submitted
by: Indonesia, APEC Telecommunications and Inforoma¥Working Group, the 29th Meeting, 21-26
March 2004, Hong Kong, China, available at :
http://unpanl.un.org/intradoc/groups/public/docute@&PCITY/UNPANO017960.pdf.
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is no longer seen as a luxury but as a necessitglppeople in their daily activities. Trade
liberalization is one of many factors driving trepid development of information society,
where it provides a large selection of informatésd communication technology products
with a variety of affordable prices and wide range performance. In short, trade
liberalization improve competitiveness in the im@tion and communication technology
sector that has benefited the society, where pemgieget an affordable product with the
lowest price. Features of the public services, Wwhis characterized by a closed
bureaucracy, excessive documentation, time-congunprocedures, and corruption.
Against this background into thoughtful considematfor the Indonesian government to
transform the public service into e-government. €yHdevices required to implement
features of better public services. Migration ofnmal services into cyber-based services
as a response to the transform the bureaucraticredf

E-trade is a manifestation cyber systems to conhecgovernment and the business
world. E-trade provide public services in the e-ocwence sector. There are five priority
programs, which is the main program of developmehtnational cyber Indonesia,
including e-government, e-infrastructure, e-indyse-learning, and e-commercé.The
use of cyber systems bring consequences in areasasutrade facilitation infrastructure
readiness, human resources, and operational budgetsuse of cyber systems in trade
facilitation provides benefits, but at the sameetiaiso created several constraints such as
those related to infrastructure standards, stamiion documents and electronic data,
electronic exchange of international trade datbwokk security and data protection.

The use of cyber technology in all aspects of mubtiministration will encourage
the migration of public services, which used toabsupport tools, it is now becoming a
primary requirement. The structure and functioncgber technology applications in
matters of bureaucracy not only deal with the dosotation but also becomes more
complex either technically or socially. These chemdriving public administration reform,
public service delivery, and the pattern of insgtttnal partnerships between governments,
citizens and their local communitiés.

In terms of cyber resilience development relatettade facilitation in Indonesia at

least has four basic problems. Firstly, the low r@mass of cyber attack and mitigation of

43 Haryono, Tisyo., and Widiwardono, Y. KristiantcCurrent Status and Issues of E-Government in
Indonesia, <: http://www.aseansec.org/13757.htm>.

44 e-Government Development in Indonesia, e-Goverthmérkshop, Doc No. telwg29/EG/04.

4  gSzilard Molnar, E-Government in the European UnioBudapest, July, 2007, <
http://www.ittk.hu/netis/doc/ISCB_eng/09_Molnar dirpdf>.
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cyber resilience. Information literacy and knowledsf cyber security awarené%ss the
key element in the development of cyber resilietitat responsible, responsive, and
dynamic. A study conducted in the Asia Pacific oaghighlight the lack of awareness on
the majority of respondents as many as 68 percenterning online security issues.
Respondents had no knowledge of how to perfornattiens of cyber security during the
attacks®’ The low level of education, for instance Indonesimst of its citizen has the
level education at the junior secondary level gheiyears of study. It is leaving many
Internet users who do not have sufficient knowledgd ability to manage cyber attacks.
Although there are some among them, who were telesirning based on experierfe.
However, due to the lack of knowledge of cyber sgégcwauses many internet users who
conduct unnecessary risks to jeopardize sdfdepr examples, the use of cloud computing
and online shopping, if the user does not have wmilerstanding of cyber security, it is
necessary to profiling and find out about the riskat may arise. With respect to
knowledge and awareness of internet users, martlgesh without further checking and
profiling providing important data or informatioa the websites that are not secure or via
phishing or spam, so that their data is to be takesr by third parties who have criminal
intentions. Indonesia Security Incident Responsanien Internet Infrastructure in 2014
reported that there were 48 million cyber attackéndonesia. Cyber attacks come about
almost every minute per day. Internet user’'s kndgdeand mindset that underestimate
cyber security issues can pose a danger to indilsdaommunities, and countries.

The public sector in this regard e-government itgcthoth at the level of central
government and at local levels often be hacked tountry that have a security system
and the resilience of the most sophisticated cyBach as the United States often
experienced cyber attacks, for instance cyber kataxf social security systems and
banking systems resulting disturbance of comfortd aecurity of public services.
Indonesia, since the late 1990s began to transfuipic service to electronic systems or

so-called electronic government. However, it iseofdisturbed even tampered with by

46 ESET Report: Huge Gap in Cyber Security Knowledgaves Asia Vulnerable, 24 Agustus 2015,
<http://prnw.cbe.thejakartapost.com/news/2015/emmrt-huge-gap-in-cyber-security-knowledge-
leaves-asia-vulnerable.html>. See also ESET Asia be€G@avviness Report
2015, <http://www.eset.sg/pdf/ESET%20Asia%20Cybersmss%20Report%202015.pdf>
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third parties who are not responsible. The mostegdred state security related to the use
of electronic systems in general election callece-@&mocracy, which would potentially
threaten the security of the country when the Vuoj@cked could to disrupt both national
and regional stability.

The private sector such as industry, trade, tramspoergy, and telecommunication
in Indonesia still considered pay less interestsydrer security and cyber resilience. These
sectors are still using a very simple system, @nesober even without updating data and
information on the latest development of the cybecurity. Globally about 50% of
existing companies, the majority in the United &atre generally not aware of, and does
not take any action, against the most dangerousrdpibeat® This puts such sectors at the
state vulnerable to cyber attacks. The most dangeatiack is invisible anonymous attack
that attack the system unnoticed and and leavesase® According to the survey of
Global Information Technology Security Risk condittby B2B International for
Kaspersky Lab, half of companies worldwide survegeti not know about the security
threats that may be approached. So companies dbawet sufficient resources to obtain
relevant knowledge, to handle security systemsnigcgy>?

All this of course reduces the company's abilitydeal with cyber security threats.
The lack of understanding at the managerial leweddtablish the information technology
department and therefore contributes to mappinglaumning and implementation of cyber
security and cyber resiliencg.

There is an interesting research that was launblieh antivirus software company,
ESET, about cyber security. The study, titled ASyder Savviness Report 2015 shows the
behavior of Internet users in Asia on the issueyiersecurity. ESET conducted a survey
of Internet users in six countries in Asia, oneadiich is Indonesia. Of the six countries
surveyed, Indonesia ranks second lowest in termsioWledge related to cyber security
after Hong Kong. One contributing factor is thekla¢ education, especially in the realm
of formal education>* However, internet users in Indonesia who have kedge of this

50 Perusahaan Kurang Menyadari Ancaman Cyber, 11 rikeeye 2012,
<http://www.tribunnews.com/iptek/2012/12/11/perusat-kurang-menyadari-ancaman-cyber>

51 Orang Indonesia Rentan Jadi Korban Kejahatan Dumitaya, 10 November 2015,
<http://blog.eikontechnology.com/orang-indonesiata@-jadi-korban-kejahatan-dunia-maya-cyber-
crime>.
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issue, they tend to be more proactive to conddevaat action to secure and rescue the
system from attacks. Same with the Indian Inteussrs, Internet users in Indonesia is
considered the most proactive cyber security-rdléagsues compared to other countries.
According to the study, cyber-savviness or knowéedfjindonesian Internet users related
to cyber security issues rated most poorly comptwdtie other five countries. Indonesia
got a score of 25, 1 percent, while the Malaysiaerhet users are considered the most
savvy with a score of 29.9 percént-However, on the side of security measures, secure,
and rescue system of cyber attacks, Indonesia @@phigh position, which is second
only to India. Then Indonesia can be considered esuntry that is proactive in terms of
security, safety, and rescue for the device as ageits online activities. Examples of such
proactive measures initiated smallest things ssathanging passwords regularly, back up
the data to install the latest version of secusitjtwaré®, and do not use USB or other
devices without caution, do not click the unsedinie >’

According Yudhi Kukuh, Technical Consultant, PTo$perita-ESET Indonesia, the
understanding of cyber savviness also determindetred of security of the person in the
virtual world. According to him the Indonesian gealy adopt knowledge about cyber
security partially and only dependent on cyber ggcsgoftware. In this case cyber security
iIs not only about security software, but also atemabf behavior, discipline in updating
information, vigilance, and even social engineeffhBut the interesting part of the study,
despite having less knowledge, internet usersdonasia is the least concerned about the
issue of cyber securify.Based on the research of Internet users are rikalg to worry
about the activities involving direct transactiswech as banking (70 percent) and online
shopping (62 percenty.

Results of the study also shows that Indonesia ika lowest position among the six
countries. Indonesia also came in second placermst of cyber knowledge, as well as
placing Indonesia as the country's second moss likeake risks online after IndiaThis
Is also consistent with the results of researchdaoted by Akamai, which stated that 15
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percent of cyber attacks in the world comes frordotresia. Ironically, according to
Kaspersky study, about 15 percent of Indonesiasrriet users do not believe the existance
of cyber attacks. Therefore, it is important to redpe the mindset, increase knowledge of
cyber security and cyber resilience at the macrel R

Related to trade facilitation, common awareness karavledge about cyber safety
and security becomes very important, as it relateRta that have economic values. In this
point, the government, private sector, and indigldushould have an awareness of the
importance of cyber resilience in the trade faaiidn. Because trade facilitation is not just
an instrument to regulate and ensure the flow ofdgan and out of the country but rather
the sovereignty and economic independence in arfisr&et.

Second impediment factors is weak institutions &k of coordination among
stakeholders. The debate over the dichotomy cykstience that are defense and non
defense, resulting in differences in the regulatemyd institutional authority. The
facilitation of international trade is a services®m that involves many elements in the
government due to aspects of international tradeoisonly related to the trade ministry,
but across sectors and institutions. Such as Feowd Rrug Supervisory Agency, the
Directorate General of Intellectual Property Righkdinistry of Health, Ministry of
Agriculture, Ministry of Environment and Forests,ifidétry of Maritime Affairs and
Fisheries, Police, Customs, and other sectors| bowv the establishment of the National
Cyber Bureau, which has a position at the leveiaifonal to manage cyber resilience still
in delay due to debatable over authority.

Third impediment factors is overlapping of cybeagistation. Regulations governing
information and communication technology need tohlaemonized due to overlap of
existing arrangements. In order to build cyberlimste need a system of rules and
regulations that are harmonized, aimed to avoidtipiel interpretations and authority
overlaps. Enforcement of law with the differentdegystem and different jurisdictions
pose many obstacles. Law and regulation is thechasitrument of all transnational

economic integratiorf® Promoting the process of harmonization of legatriments at

62 Orang Indonesia Rentan Jadi Korban Kejahatan Dumitaya, 10 November 2015,
<http://blog.eikontechnology.com/orang-indonesiata@-jadi-korban-kejahatan-dunia-maya-cyber-
crime>.
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regional, national, and local levels is crucial tmprove market access and
competitiveness, and to ensure protection to tmswoer. Member states are obliged to
follow the provisions in the agreement that hasnbagreed as the elimination of tariff
barriers and non-tariff, the application of markttndards and openness of the market
system.

The plurality of legal systems within the scope gibbal or regional increase
transaction costs in cross-border business. Therreece of costs of transactions take
place through the provision of information aboutd adapt to the national regulations of
each country. However, many provisions of the laa the process of formality increase
legal uncertainty in cross-border transactis.

According to National Law Development Agency Mimstof Law and Human
Rights of Indonesia, as written in the Harmonizatigstablishment of Laws and
Regulations, defines the notion of harmonizationasé as a scientific activity towards
processes harmonization (alignment / complianaddrze) written law refers to the values
of the philosophical, sociological, economical ajuidical, where the legislation is
harmonized form an integral part of the systemutSystem of law in order to achieve the
objectives of the law. So in this sense that thenbaization of the law should not ignore
the four values which becomes the spirit of thaldghment of a law. In other words,
harmonization must absorb the legal nature so aoriojure the objectives to be achieved
by the law itself®®

While according to Indonesia National DevelopmegeAcy, harmonization of law
Is defined as an attempt to harmonize the legwslatrith the others regulations within the
system, either higher, equal, or lower, and thdsegs other beyond legislation, so
arranged systematically, not conflicting or ovepiamg (overlapping) so that benefits can
be delivered to all societ§f

Demands for a more comprehensive legal harmonizdteiween the legal field is
generally based on the assumption that the legalslty led to high transaction costs and

lower economic trade and prosperity, especially dogating legal uncertainty. Legal

64 Wagner, Helmut., Legal Uncertainty — Is Harmatian of Law the Right Answer? A Short Overview,
Discussion Paper No. 444, January 2009, Diskudseimdge der Fakultat fir
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diversity increase the cost of cross-border traimmas thereby inhibiting consumers and
small businesses involved in the transactfoAccording Zampia in the Civil Procedure
Harmonization in the EU: Unravelling the Policy Gaderations, that the pluralism of
formal system in the international environment nrayease uncertainty about the benefits
and advantages of commercial activities betweemtc@s. The legal uncertainty could
lead to a slowdown in economic growth, due to th& of information on the various legal
regimes and the formal procedures possible higtoditg 8

Fourth impediment factors, the inadequate infrasime and research and
development systems in the cyber resilience. Cybglience infrastructure in Indonesia
mainly related to the public services, still fanrfr sufficient to be responsive and resilient
to cope with cyber attacks. Integrated infrastrigtuesponsive, up to date and able to
reach all stakeholders will be an investment thateiry expensive especially related to the
geographical factor that has the hallmark of amipetago with minimum connectivity in
some areas. On the other hand, the lack of hunsourees in the field of information
technology led to the fulfilment of government eybservices performed by third-party
systems or outsourcing contracts, with less consigeghe sustainability and resilience of
data and existing services. Outsourcing systemgduernment cyber services such as e-
government has the potential danger of cyber ataukd cyber crime, therefore the
government needs to build a cyber system thatdspgandent and sustainéd A system
that sustain and resilient should be supportedhkylagistics research and development

that serves as the central driving force for innimrain cyber resilience.

Concluding Remarks

Cyber resilience is an urgent need in the traddittdon due to demanding high
standards of digitization and automation. Whers thiin line with the development of
Mega FTAs in the Asia Pacific region put the sitiatin Indonesia is very vulnerable to
potential cyber attacks. Therefore, it is importamtincreasing knowledge of human
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resources in terms of individual (public), professils, private sector, and public sector
over cyber attacks and mitigate cyber resilientés urge to strengthening coordination
among stakeholders related to cyber resilience hantonization of legislation in the field

of cyber resilience. Development of adequate itfuature and the Development system

of research and development in cyber resiliencddvioel a nescessity.
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